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Abstract: Because wireless sensor networks usually operate on
unattended mode in hostile environments, the sensitive data should
be protected using some sort of cryptography. Symmetric key
scheme is more appropriate cryptography for wireless sensor
networks due to its low energy consumption and simple hardware
requirements, but most of them cannot provide sufficient security
level (e.g. integrity, confidentiality, and authentication) as public
key approach does. In this work, we propose a new security scheme
that overcomes the limitations presented in both public- and
symmetric-key protocols. The scheme relies on using one-way hash
function to implement the data authenticity between nodes in the
network, and a mix of symmetric and public key cryptography
functions using the pre-distributed keys to implement the data
confidentiality service. The symmetric key function is used to
guarantee secure communications between in-network nodes while
the public key function is used to guarantee a secure data delivery
between the source node and the sink node. The proposed scheme is
most suitable for wireless sensor networks that incorporate data-
centric routing protocols. We have calculated the computational
and communication overheads in terms of energy consumption in
the new scheme using Directed Diffusion protocol [4]. The results
have shown that the proposed scheme is scalable and an strong
competitors to pure symmetric key schemes, yet, it maintains all
security levels provided by public key schemes.

Keywords: Wireless Sensor Networks, Directed
Diffusion, Symmetric Keys, Public Keys.
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1. Introduction

Security is a well-established field for general-purpose
computing where security mechanisms address computing
services (e.g. authentication, intrusion detection, etc.) and
provide secure transactions. Cryptographic algorithms are an
essential part of the security architecture of Wireless Sensor
Networks (WSNG5), therefore, selecting low-cost algorithms is
an effective means of conserving resources. This paper
focuses on the aspects of providing secure communications
in WSNs using a new cryptography technique. The objective
of this work is to propose a feasible encryption/decryption
technique that suites the limited resources of a sensor node
while maintaining strong cryptography mechanism.

When sensor networks are deployed in a hostile environment,
security becomes extremely important as these networks are
prone to different types of malicious attacks [3]-[5]. To
provide security, communication transactions should be
encrypted and authenticated. The main challenge in sensory
networks is how to bootstrap secure communications
between sensor nodes, that is, how to set up secret keys
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between communicating nodes. This problem is known as the
key agreement problem which has been handled via two
security mechanisms: Public Key Cryptography (PKC) and
Symmetric Key Cryptography (SKC) [5]-[6].

Security experts favor the use of PKC whenever it is
applicable because it provides all security services for the
system under consideration including confidentiality
(nondisclosure of secret information), integrity (prevention of
data alteration), authentication (proof of identity), and non-
repudiation (unique, non- contestable message origin) [7]. In
addition, because of its asymmetry property, sensors do not
need to carry the pre-distributed keys. Any two sensors can
establish a secure channel between themselves, and the
capture of some sensors will not affect the security of others
[8].

The public key and symmetric key approaches maintain all
features of the Directed Diffusion (DD) protocol presented in
[4]. However, both of them have a dangerous drawback that
affects both the security level accomplished and the
efficiency of the protocol in terms of limited resources. For
this reason we propose the hybrid approach which is still
maintaining  in-network processing feature of DD,
accomplishing sufficient security level, and providing
protocol efficiency in terms of energy and memory
requirements. The main drawback of PKC is that it suffers
from high computational complexity and communication
overhead. Nevertheless, many recent studies have been made
to investigate the feasibility of using PKC for sensor
networks [9]-[11]. They have concluded that PKC has high
feasibility to be implemented in wireless sensor networks and
soon will be widely accepted. For example, Gura et al. [10]
showed that Elliptic Curve Cryptography (ECC) signature
verification takes 1.62s with 160-bit keys on ATmegal28
8MHz processor, a processor used for Crossbow motes
platform [10].

The SKC, on the other hand, is very attractive for
sensor networks due to their energy and memory efficiency.
There are extensive studies on using symmetric-key
cryptography to achieve various aspects of security in
sensor networks [12]-[17]. The main idea In SKC
techniques is that the secret keys are pre-distributed among
sensors before their deployment [14]. Doing so, a small
amount of memory is used resulting in achieving the highest
level of connectivity where high percentage of the
neighboring sensors will be able to establish secure
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communications between them [17]. Moreover, the capture
of some sensors by an adversary should not jeopardize the
security of other sensors, i.e. high degree of resilience can
be achieved. However, due to memory limitation of sensor
nodes, perfect security satisfaction has not been achieved
yet [18], [19]. Furthermore, the only security service
guaranteed when using SKC is the data confidentiality
service, this means that the other services should be
guaranteed by using another security system, consequently
lower the efficiency of SKC schemes [7].

Figure 1: Wireless sensor network with 24 sensors randomly
distributed.

From the above discussion, it is obvious that PKC
schemes must be improved to alleviate their high
complexity and high memory overheads, and SKC schemes,
on the other hand, must be utilized more efficiently in order
to provide more security satisfaction. This work proposes a
new hybrid approach that combines the use of both PKC
and SKC schemes in wireless sensor networks. The new
approach still treats PKC as expensive operations, and uses
it more selective and efficiently in order to maximize the
lifetime of sensor networks. At the same time it maximizes
the use of SKC in more efficient way. The validity of the
new security method is implemented using Directed
Diffusion routing protocols proposed in [4]. Directed
Diffusion routing protocol has been developed and has
become a breakthrough in data-centric routing [20]-[22]. In
data-centric routing, the sink sends queries to certain
regions and waits for data from the sensors located in the
selected regions. Since data is being requested through
queries, attribute based naming is necessary to specify the
properties of data [23].

This paper is organized as follows. Section 2 gives a
brief description about DD and how the proposed scheme is
implemented in the protocol. In Section 3, we discuss the
basis we follow in selecting public key and symmetric key
schemes, then we derive the energy cost for each security
schemes including the proposed one. In Section 5 we
discuss the results obtained from the energy calculations
made in Section 4. Finally, we conclude in Section 6.

2. Directed Diffusion Routing Protocol

Before we describe the proposed security scheme in details,
we give a brief background about DD protocol because we
will use it to explain how the system can be implemented in a
data-centric wireless networks. The key idea in DD is to get
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rid of unnecessary operations of network layer routing in
order to save energy. The DD protocol bases its operations
and communications on named data. The sink (see Figure 1)
requests data by sending an interest for named data which is
broadcast through its neighbors. An example of an interest is
shown in Table 1 for animal detection application in forests
described in [4], [20]. Each sensor node receiving the
interest can do in-network data aggregation and caching the
interest for later use. The interest entry also contains several
gradient fields where a gradient can be used to determine a
reply link to a neighbor from which the interest was received.
Using interest and gradients, paths can be established
between sink and sources. Several paths can be established so
that one of them is selected by the reinforcement process [4].
When a sensor node in the specified region receives an
interest, it activates its sensors to begin collecting
information about animal specified in the interest. When the
sensors report the presence of animals (see Table 1), this
information returns along the reverse path of interest
propagation. Intermediate nodes might aggregate the data by
combining reports from several sensors. We would to
emphasis here that not all fields in the packets (interests and
replies) are needed for aggregation at intermediate nodes,
while the sink and the source must see the whole packet. We
utilize this point in the implementation of the new security
scheme.

Table. Attribute-value pairs in an interest and a reply.

An interest A reply from a sensor
Type = two-legged animal Type = two-legged animal

Instance = bird
Location = [125, 220]
Intensity = 0.67
Confidence = 0.80
Timestamp = 01:20:40

Interval = 30 ms
Duration = 20 seconds

Rect. = [-100, 100, 200, 400]

The DD protocol has several advantages; first, there is
no need for a node to have a global or a local address since
all communications occurs between neighboring nodes.
Second, it is highly energy efficient since it is on demand
and node do not have to maintain global information about
network topology. Finally, node can do aggregation and
caching, in addition to sensing.

The important issue is how the DD protocol would
implement the hybrid scheme. The key idea behind the
hybrid scheme is that it uses PKC and SKC in the
encryption/decryption process. The possibility of applying
the hybrid scheme to any routing protocol depends on the
answer of the following question, “is it possible to divide
the message into two parts so that the first part contains the
data the sink is interested in, and the remaining part contains
the data that is used by the intermediate nodes (between the
source and the sink) to perform data aggregation?”

Looking at the interest shown in Table 1, it is obvious
from the interest format that the “Rect.”, “Interval”, and
“Duration” fields are the only fields that are used by the
intermediate nodes to deliver the interest from the sink to
the source and to perform the aggregation operation.
Therefore, the aggregation data portion of the proposed
hybrid scheme contains these fields, and the remaining
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field(s) constitute the required data in the hybrid scheme
(see Table 2). Similarly, the reply shown in Table 1 can be
divided into aggregation data (Location, Intensity, and
Confidence) and required data (Type, instance, and
timestamp). The proposed hybrid security scheme suggests
that a symmetric key algorithm should be used by the
intermediate nodes to encrypt/decrypt the aggregation data
portion, while the required data portion is
encrypted/decrypted using a public key algorithm. We
present more details in Section 4 about this implementation.

Table. Two main portions in a DD message.

| Aggregation data | Required data

The following steps should be followed before
network deployment to implement a secure Directed
Diffusion using the hybrid security scheme:

1) Store Public key, Symmetric key, and hash function
codes in each node

2) For each node, select and save a randomly private
key and keep the associated public key at the sink.

3) Save a public key of the sink at each node.

4) Save the same common symmetric key in all sensor
nodes.

3. Security Requirements in WSNs

Recall that the most important network services that should
be implemented by any security mechanism are: data
confidentiality, data Integrity, and data Authenticity. Since
our interest lies in implementing a security scheme for
wireless sensor networks, we here must choose the schemes
that meet the limited resources of sensor nodes. In this
section we explain how and why we choose some of these
schemes in our study. The process by which public key and
symmetric key cryptography schemes should be selected is
based on the following criteria:
=  Energy: how much energy is required to execute the
encrypt/decryption functions
*  Program memory: the memory required to store the
encryption/decryption program
= Temporary memory: the required RAM size or
number of registers required temporarily when the
encryption/decryption code is being executed
= Execution time: the time required to execute the
encryption/decryption code.

®  Program parameters memory: the required memory
size to save the required number of keys used by the

encryption/decryption function.

Since our proposed method suggests using a
combination of two algorithms; a public key based
algorithm and a symmetric key based algorithm, we here
show how we use the above criteria in selecting these
algorithms.

3.1 Selecting the Public Key Algorithm

Rivest-Shamir-Adelman (RSA) algorithm [24] and Elliptic
Curve Cryptography (ECC) [10] are amongst the most well-
known public key algorithms used in security systems. Many
papers and articles [8], [10], [25] discussed the efficiency of
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each of these protocols, and showed that ECC is more
efficient than RSA in terms of memory requirements because
it requires much lower key size than RSA to achieve the same
security level. ECC with 160-bit keys provides the currently
accepted security level, and is equivalent in strength to RSA
with 1024 (RSA-1024). However, it has been shown in [10]
that RSA outperforms the ECC in terms of execution time
because RSA relies on the modular exponentiations of large
integers to execute encryption and decryption whereas ECC
uses curve point multiplication to implement theses security
functions. Recently, Gura et al. in [10] developed a
mathematical improvement to speed up the point
multiplication process by converting it into point additions
and point doublings, this paper proved that ECC will
outperform RSA when the microprocessor word size
decreases and the encryption decryption key size increases.
As aresult, we choose the modified ECC proposed in [10] as
major public key candidate to be used in WSN since it
outperforms its counterpart (RSA) in terms of both memory
requirements and execution time. In the following we analyze
the ECC parameters such energy consumptions and memory
requirements.

The experiment result of executing the modified ECC
with 160-bit key size and 1024-bit message size in [10]
shows that the execution time of the improved ECC on 8-bit
ATMEL microprocessor with 8 MHz clock rate is 0.81s. the
execution time is defined as:

Execution Time = IC * CPI *CCT )]

where, IC is the Instruction Count, and the CPI is the Clock
Rate Per Instruction. Equation lyields:

_ ExecutionT  ime 2)
CPI * CCT

Since CCT=1/processor frequency (for § MHz, CCT= 125
ns) and the average CPI=1.3, IC can be calculated as:

- OBl 49ga615 =49 MIPS ()
1.3%125 *10

Given that each instruction represents one unit of energy
consumption then ECC Computation Energy Consumption,
EC(ECC)

E_(ECC)=4.984615

energy  units 4)

The studies presented in [25]-[26], and [10] showed that
the Atmegal28 processor with 16 MHz can execute each
instruction in one clock cycle, therefore, we can compute the
number of executed instructions of ECC using the above
equations as follows.

The ECC execution time on 16 MHz/ ECC Execution
time on 8 MHz={(CPI*CCT) on 16 MHz}/{(CPI*CCT) on 8
MHz}= (1/16%10°)/(1.3/8*10°)=0.38.

Consequently, the ECC Execution time on 16
MHz=0.38*ECC Execution time on 8 MHz= 0.38%0.81=0.31
seconds. This means that the number of clock cycles (which
is equal to the number of executed instructions) equals to
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number of clock Cycle =0.31s *16 MHz
=4984615 cycles

Through out this work we will assume that each clock
cycle is equivalent to one unit of energy for computation. In
addition and according to [10], the improved ECC requires a
code memory of 3682 bytes (3.6Kbytes), a temporary
memory of 282 bytes (0.2 Kbytes), and a protocol parameters
memory (public-key size (160) + private-key size (160)) of
40 bytes.

(&)

3.2 Selecting the Symmetric Key Algorithm

The research in [26] proposed a performance analysis for
symmetric key algorithms and other security functions
against many microprocessor architectures with different
word size and operating frequency. The result of work
concluded that RC5 with 64-bit key and 64-bit block size is
the best algorithm in terms of execution time on all the
microprocessor architectures that were tested. Based on
results in [26], the symmetric key encryption/decryption
algorithm (RCS5) with a block size of 64 bits and a key size of
64 bits accomplishes the same security level as the ECC
discussed in the previous section.

As done for ECC, we can compute the energy consumed
when executing RC5 by extracting the number of instructions
executed in the algorithm using Equation 2. Since the
operations of RC5 consist of only XOR, Add, and rotation
operations [27], [9], we can conclude that the CPI of RCS5 is
1 cycle on Atmegal28 [27]. Thus the total amount of RC5
Computation Energy Consumption, RC5_CEC, is given by

RC5_CEC = numbber of clock Cycle
_ Executiont ime (6)

- cCcT
= Execution time X clock frequency

The work by Ganesan et al. in [26] showed that the
execution time of RC5 on Atmega 128 8-bit 16 MHz
microcontroller is 0.002823s, thus, Equation 6 gives:

RC5_CEC = 0.002823
= 45168

*16 * 106 7

cycles = 45168 energy units

As far as the hashing function is concerned, we choose to
use Secure Hashing Algorithm (SHA-1) [26], [28]. SHA-1 is
also a one-way hash function that produces a 160-bit output
when any message of any length less than 264 bits is input.
The operations constitute XOR, AND, OR, NOT and
rotation, thus the CPI is 1 cycle when running on Atmegal28
[27]. It has been found in [26] that the total execution time of
SHA-1 using a 512-bit message is 0.007777 seconds. Thus,
using the same logic in Equations 6 and 7, SHA-1
Computation Energy Consumption, SHA-1_CEC can be

calculated as:

SHA _1_ CEC

= 124432

= 0.007777 x 16 x 16 8)

cycles = 124432  energy units

The work in [32] discusses the implementation of SHA-1
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and showed that an m-bit message is processed by
m + 65

SHA[ 512

W times.

4. Implementing Secured Directed Diffusion

In this section, we explain how different security schemes
can be implemented in DD protocol. We first describe how
DD operates and we highlight the key ideas behind the
protocol. We discuss the implementation of DD using ECC
public key, RC5 symmetric key, and the proposed hybrid key
schemes. For each implementation, we derive the energy
consumption.

In DD protocol an interest travels between three different
types of nodes; the sink node, the intermediate node(s), and
the source node. Therefore, we show how each of these node
implements the security schemes under consideration and
how much energy is consumed to run such implementation
within the node. We assume that a node uses the first radio
model for sending ad receiving data [30], [31]. According to
that model, the total amount of energy to transmit and receive
a message a message containing K bits is given in Equations
9 and 10 respectively.

ETx (k’d) = Ee]ec * K + gamp *K >l<d2
€))
E, (k,d)=FE, *K 10)

where, E,.. is the energy consumed in transmitting or
receiving one bit, and is the energy consumed in
amplification process.

According to [30] it is well known that the energy required
to send 1 bit is equivalent to the energy to perform 1000
computations, with each computation equal to one
instruction. Therefore, the energy required to execute one
instruction, E¢, is

_E, d.d) (1

‘ 1000
We start with the public key approach followed by the
symmetric key approach, and finally the proposed hybrid
approach.

4.1 Implementing Public Key Algorithm

Figure 2 shows the implementation of the public key
algorithm in the source node. A message in DD is issued by
the source node and it encrypts the data packet using the
ECC public key algorithm. Note that the packet is encrypted
twice to achieve three security services: confidentiality,
Integrity, and Authenticity [32].

The total amount of energy consumption at the source
node, Esn,, to encrypt an m-bit packet using ECC, and then
send it, is given by Equation 12:

E_ (ECC)=E, (m,d)+2xE (ECC) (12)

The encryption/decryption energy equals the number of
instructions in ECC (Equation 4) multiplied by the energy
consumed by one instruction (Equationll), Thus using
Equations 4, 9 and 11 in 12 gives Equation 13:

enc —dec

1554-1010 $03.50 © Dynamic Publishers, Inc.



Journal of Information Assurance and Security 4 (2009) 48-59

E,(ECC)=E, *m+E§,, *m*d’
13
Eelec + 8amp * d : ( )
+[2*4984615 * (— 2 )]
1000
m-bit m-bit
Data Message
to to send
send Data Packet Data Packet
Ei ted
> (Encrypted)
A
Public Key
Encryption
Public Key
Encryption

Figure 2: Public scheme-steps executed by source node before it
sends the encrypted message

m-bit m-bit
Message Message
1.0 to send
received Data Packet Data Packet
Encrypted Encrypted
) (Encrypted) (Encrypted) E—

y

Public Key Decryption

v

Public Key Decryption

v

Data Aggregation

v

Public Key Decryption

v

Public Key Decryption

Figure 3: Public scheme-steps executed by each Intermediate node
after receiving the encrypted message and before resending it again

m-bit m-bit
Message Collected
received Data
Data Packet Data
Encrypted
) (Encrypted)
A
Public Key
Decryption
Public Key
Decryption

Figure 3: Public scheme-steps executed by sink node after
receiving the encrypted message

Received November 20, 2008

52

When a packet reaches an intermediate node, the nodes
will consume a total amount of energy, Ein(ECC) for
receiving, decrypting, encrypting, and then sending the
packet, is as follows:

E, (ECC)=E, (m)+4*FE
+E, (m,d)

Note the node here needs to decrypt/encrypt the packet

twice to provide confidentiality, Integrity, and Authenticity,

as seen in Figure 3. Substituting Equations 4, 10 and 11 into
14 give:

(ECC)

enc —dec

(14)

E,(ECC)=2E,, *m)+¢€,, *m*d*
Eelec + gam * dz (15)
+[4%4984615 * (——2 )]
1000

Figure 4 explains what the sink node does when it receives
a packet. The sink node consumes a total amount of energy,
E,(ECC), on only receiving and decrypting the packet, as
follows

E, (ECC)=E,(m+2*E,, ,.(ECC)

enc—dec (16)
Esnk (ECC) = Eelec * m
Eeler + gamp d :
+[2% 4984615 * (—dee—_—amw )
1000 (17)

Therefore, the overall energy consumption of sending a
packet (data or interest) from the sink node to the source
node or vice versa, Es-snk(ECC)), assuming that there are I (I
<=m) in-between intermediate nodes, can be given by:

E,_.(ECC)=E_ (ECC)

+IxE, (ECC)+E,, (ECC)

(18)

Es—snk (ECC) =

Eelec +8am d2
*m+[2%4984615 * ( —)]

EG[GL' T TAnn
1000

m*d® +

amp
Eelec + gamp * d ?
[4*4984615 *(
1000

2AE,, *m)+e&

elec

+1%

Eelec + 8ampd2
*m+[2%4984615 *(

+ EG[GC T TAnn
1000

)]

(19)

4.2  Implementing Symmetric Key Algorithm

We now move to analyze the energy consumption when the
DD protocol implements the symmetric key for
encryption/decryption process. As we did for the public key
algorithm, we start with the source node, as explained in
Figure 5. Note that the symmetric key encryption does not
implement the authenticity nor the integrity, for this reason,
we have to use the hash function to implement them, but this
will incur additional (h) bits to be sent along with the
original data packet.
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The total amount of energy consumption at the source
node, Esn,(RC5) to encrypt and send an m-bit packet using
RC5 and SHA-1 is given by Equation 20.

m- bit m- bit
Data Message
to send to send
Data Packet Data Packet
(Encrypted)
>

—_—>
A

Hash Function

A 4

h-bit output

Symmetric Key
Encryption

Figure 5: Symmetric scheme-steps executed by source node before
it sends the encrypted message

E, (RC5)=E, (m,d)+E

sn

enc —dec (ECC )
+ E(SHA)

(20)

The encryption/decryption energy equals the number of
instructions in RC5 (Equation 7) multiplied by the energy
consumed by one instruction (Equation 11), Thus using
Equations 7, 8 and 11 in 20 gives:

E,(RCS)=E,, *(m+h)+&,, *(m+h)*d’
E, . t&,, *d’
+[ﬂ *45168*( ‘elec amp )] (21)
128 1000

% 2

+[’7m+65—‘*12443%(Ee1ec+gamp d )]

512 1000

Note the key size and block size RCS5 uses is a 60 bits long
each (a total of 128 bits), and SHA-1 works on 512-bit block
of the message (m).

As for the intermediate node(s), Figure 6 shows that each
node will consume a total energy, Ein(RC5) on receiving

m+h  bits, encryption/decryption, hashing, and then
transmitting m+h bits, is as in Equation 22.
E,(RCS)=E, (m+h)+2*E,___,.. (RCS) 22)
+2E(SHA)+ E, (m=h,d)
E,(RC5)=E,, *(m+h)
128 1000 (23)
E,.+¢&,, *d’
+[2* 124432’{'" * 65—‘ s ( Zetec T Eamp N
512 1000
+[E,, *(m+h)+€,, *(m+h)*d*]

amp
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m+h-bit m+h-bit
Meslsage Message
received
to send
Data Packet Data Packet
> (Encrypted) (Encrypted) | >
Hash Function Compare

3

Data Aggregation

A 4

Hash Function

—

Symmetric Key
Encryption

Figure 6: Symmetric scheme-steps executed by each Intermediate
node after receiving the encrypted message

The operations at the sink node for the symmetric key
algorithm are shown in Figure 7. The sink node consumes a
total amount of energy, Esnk(RC5), on only receiving,
decrypting, and hashing a packet of m+h bits, is given in
Equations 24 and 25.

E  (RC5=E, (m+h)+E,, ,.(RC5) o
+ E(SHA)
E,; (RCS)=E, X (m+h) +[45168x L’:J
2
B+ "7 5
1000
E +& *4°
+ [1 24432% ’7771 + 65—‘ x elec amp )]
512 1000

Therefore, the overall energy consumption of sending a
packet (data or interest) from the sink node to the source
node or vice versa, Es-snk(RCS5), assuming that there are /
(I<=m) in-between intermediate nodes, can be given by
Equation 26.

E__ .(RC5)=E_(RCS5)+E, (RCS)

26
+E, (RC5) 20

Substituting Equations 21, 23, and 25 into Equation 26, the
over all energy, Es-snk(RCS5) is given as in Equation 27.
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m+h-bit -
Messag m-bit
e Collecte
Data Packet d Data
(Encrypnted)
Data L

Symmetric Key
Decrvntion

Hash Function —p| Compare

W

| Data Aggregation |

Figure 7: Symmetric scheme-steps executed by sink node after
receiving the encrypted message

E__ . (RCS=
Eelecx(m+h)+eamp ><(m+h)><d2

2
E +& X d
+ [[ﬂw x45168x (—clec _~4MP T~ yi |
128 1000

2
amed

El + &
x124432(—¢C
1000

—

m+65—‘ 41

E . x(m+h)+[2x45168 x{ﬂw
elec 128

+& ><d2
amp

1000

elec

x( m+65—‘

)] +[2x124432%
512

+& xd 2
elec  “amp

1000

X( )]+

[E 2

ele ]

Cx(m+h)+eamp><(m+h)><d

E,;,. X (m+h)+[45168x 1
eLec 128

2
Eelec +Eamp X d

1000

F124432x¢] O |
512

2
Eelec +Eaqmp X d
1000

)

27)

4.3  Implementing Hybrid Key Algorithm

In this scheme, if we limit the size of the “Aggregation Data “
to be equal to the basic block of the symmetric key algorithm
so that the symmetric key code will only be executed once in
all nodes that the packet pass through. The Hybrid schemes
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may use the public key and the symmetric key implemented
in the node.

As we did with the other sachems, let us start with the source
node which performs the operations shown in Figure 8. The
total amount of energy consumption at the source node using
the Hybrid scheme, Esn,(H), to encrypt an m-bit packet and
then send it, is given by:

+E (ECC + RCS5)+ E(SHA)

(28)

enc —dec

The energy required to perform encryption, Eenc-dec
(ECC+ECS), incorporate encryption using ECC and RC5
algorithm, and is calculate as:

E,. ...ECC+RCS)=

(number of instructios of ECC) 29)
+ (number of instructians of RCS)*E,

Substituting Equations 5, 7, 8, 9, 10, and 28 into 29, we get:

(4984615 + 45168 )

El”(H): % Eelpc +8uml, *dz +
1000
m+65), Euwt€uy*d” | GO
124432 * e ( . )
512 1000
B *mth d)+e,, *(m+h)*d*}
m+h-bit m-+h-bit
Message Message
received to send
A
> Aggregation |Required Aggregation Required
Data Data Data (Encrypted) Data (Encrypted)
+
v
Public Key
Encryption
v v
Symmetric Key
Encryption

Figure 8: Hybrid scheme-steps executed by source node
before it sends the encrypted message

For intermediate nodes, each node does not need to
encrypt the part of the packet that is encrypted by the
source/sink node using the public key, it rather needs to
decrypt and encrypt the aggregation data using the symmetric
key algorithm (RC5) and SHA-1, as seen in Figure 9. This is
because the following fact about public key algorithm. Given
two messages M1 and M2, if M1=M2 and the encryption
and decryption keys are the same, then the cipher of both M1
and M2 are equal, i.e EK[M1]=Ek[M2]=C. so the node will
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only check if the encrypted data is already existed in the data
cache.
The energy consumption of the each intermediate node:

E,(H)=E, (m+h)+2%E, _, (RCS)
+2E(SHA)+ E, (m = h,d)

(3D

Substituting Equations 7, 8, 9, 10, and 11 into 31, we get:

Em(RCS) = Eelec * (m + h) +
[2 % 45 168* (Eelec + gamp * d2 )] +
1000 (32)
+ E,. +¢,, *d’
[2%124432| O3 | Bt Ty 70
512 1000
+[E,, *(m+hd)+&,, *(m+h)*d’]
{m +h )-
hit
M m —hit
Recaived Aggregation Required Aggregation Required
Data Data Data Data
[ (Encrypted) I (Encrypted)

"n

Symmetric
Key

Decryption

Data I
Aggregation

Symmetric
Key
Encryption

Figure 9: Hybrid scheme-steps executed by each Intermediate node
after receiving the encrypted message and before it resend it again

The sink node for the Hybrid key algorithm is shown in
Figure 10. The sink node consumes a total amount of energy,
Esnk(H), on only receiving m+h bits, decrypting the
required data portion using the ECC public key algorithm,
decrypting the aggregation portion using RC5 symmetric key
algorithm, and hashing the data using SHA-1, as follows:

E,(H)=E, (m+h)
+E (ECC + RC 5)+ E (SHA )

(33)

enc —dec

Substituting Equations 7, 8, 9, and 11 into 33, we get
Equation 34.

Eg (H)=E, *(m+h) (34)

Ee’[e’c + gum * d :
+ (4984615 + 45168 )* (——_—ow T
1000
1 {m +65 w*(Em +E,, *d’ y
512 1000

The overall energy consumption of sending data or interest
message from the sink node to source node, or vice versa,
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using the Hybrid key algorithm, Es-snk(H)can be calculated
using Equations 30, 32, and 34, and assuming that there are |
(I<=m) in-between intermediate nodes. Therefore, Es-snk(H)
is given in Equation 35.

m-+h-bit m-bit
Message Data
received
Aggregation Required Aggregation| Required
Data (Encrypted) Data (Encrypted) Data Data

¢ A A

— 1
Symmetric A 4
K A\ 4 .
ey Public Key
Decryption Decryption

I

Hash Function

Compare

Figure 10: Hybrid scheme-steps executed by sink node after
receiving the encrypted message

Esfsnk (H) =

Eﬂ[(‘(‘ +€amp *dz
(4984615 +45168 ) *(——) 1 +
1000

E,. t&,, *d’
{124432 >{m+65—‘*( elec amp )}

512 1000

+{E6,€L *(m+h,d)+e,, *(m+h)*d2}

E e Y€ *d?
E,.. *(m+h)+[2%45168 *(—c @ =
1000
m+65 % E(’]((‘ +€amp *d
512 1000

*(m+h,d)+e, *(m+h)*d

)+

2

+1%*

[2%124432 { N |+

HE e anp

E,. *(m+h)+

Eﬂ[(‘(‘ + gamp * d :
(4984615 +45168 ) * (———)
1000

E, +¢€
+{124432 {’“651*( cee + Eanp

512 1000

2
)

(35)

5. Results and Discussion

In this section we present and discuss results obtained from
the energy analysis we made in the previous sections. To
provide a valid and fair comparison we assume the three
security schemes we considered in the above sections are
executed on Atmega 128 16MHz 8-bit architecture AVR-
instruction set, this microprocessor is widely used in many
today’s sensor nodes. We also assume that the sensor
network consists of n nodes with I (I=10) intermediate nodes
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between the sink and any source node, and the distance
between any two neighboring nodes is 1 meter. The number
of intermediate nodes indicates how large the network is.
Furthermore, the node uses the first order model for radio
transmission (Equations 9 and 10) with transmitter
electronics=receiver electronics=Eelec=50 nl/bit, and the
transmitter amplifier eamp=100 pJ/bit/m2. These parameters
are consistent with many related works including [30], [31].
As for the parameters of the security schemes, we present the
result in this sections using a message size of 1024 bits, a
basic block size of 1024 bits for the SHA-1 hashing function
with output size, h, of 160 bits, the basic block size in the
RC5 symmetric key algorithm is 64 bits.

In our discussion we show and compare the energy
consumptions at the sink, source, and intermediate node(s)
for all security schemes under consideration assuming a
message of size 1024 bits is traveling from the sink node to a
source node (or vice versa) through I intermediate nodes,
Figure 11 compares the energy consumes by the source node
for all schemes using Equations 13, 21, and 30. In Figure 12
we compare the energy consumes by an intermediate node
using Equations 15, 23, and 32. The energy consumption at
the sink node is shown in Figure 13 using Equation 17, 25,
and 34. The overall energy consumes in handle one message
using each scheme is shown in Figure 14 using Equation. 35.

Public, 0.5

Hybrid,
0.33

Symmetri
¢, 0.09

Security Schemes

Figure 11. Energy Consumption at Source Node

5.1 Pure Public Key Scheme.

It is expected from the operation of the public key scheme in
Figures 2, 3, and 4, that the energy consumption of the public
key scheme, ECC, exceeds all of the other symmetric and
hybrid schemes. The amount of energy consumptions in
Figures 11 through 14 shows that source node uses ECC
consumes energy 1.5 times more than that of the hybrid
scheme and 5 times more than that of RCS5. Intermediate
nodes applying the ECC algorithm will die first since each
one has to execute the public key functions many times to
maintain the in-network processing feature of the routing
protocol, and its obvious that the intermediate nodes will die
before the source node since it performs more computations.
Figure 12 clarifies that the intermediate node applying ECC
consumes more than 6 times as it does in RC5, and more than
7 times as in the hybrid scheme. Additionally, the sink node
consumes almost the same energy as the source node does for
ECC algorithm. As a result the network energy when using
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ECC will be drained very quickly after a small number of
interactions which makes this P the least favorite one for
wireless sensor networks. The energy consumption of the
public key scheme was expected because the cost of running
its code is very high compared to other schemes.

1.4

Public, 1.2

1.2 4

0.8 4
0.6 -

energy (mJ)

Symmetri  Hybrid,
c, 0.19 0.16
0.2 |

0 []

Security Schemes

0.4 -

Figure 12. Energy consumption at intermediate node.

5.2 Pure Symmetric Key Scheme.

The energy consumption results from using the symmetric
key scheme, RC5, was expected since it requires less number
of computations than the other schemes do, this is obvious
from the Figures 5,6, and 7. Although the symmetric key and
the hash functions are executed many times to implement the
three security services and still maintain the in-network
processing of any routing protocol that is going to be
integrated with this security scheme, but these execution do
not require too many computations due to their relative
simplicity. The energy consumptions depicted in Figure 11
show that source node using RCS5 saves about 72% of the
energy consumed by the hybrid scheme and 82% of the
energy consumed ECC. Figure 12 indicates that the
intermediate node consumes additional 19% of the energy
consumed by the intermediate node using the hybrid scheme,
and it saves more than 84% of the energy consumed by the
intermediate node using ECC. Additionally, the sink node
uses RC5 save about 72% of the energy consumed by the
hybrid scheme and 82% of the energy consumed by ECC. As
a result, the network energy in this scheme will be drained
very slowly after a very large number of interactions which
makes this the symmetric scheme, RC5, the most suitable
and viable one for WSN.

5.3 Hybrid Scheme

Like the symmetric key scheme, the proposed hybrid scheme
reduces the energy consumption through maximizing the use
of RC5 over ECC as Figures 8, 9, and 10 show. Thus, we
expect its performance to be close to the symmetric key
scheme. The energy consumptions in Figure 11 show that
source node in the hybrid scheme saves about 33% of the
energy consumed by the public key scheme, but it consumes
3 times the energy consumed by the symmetric scheme. This
is because the source node executes the ECC to guarantee
end-to-end data delivery.
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Figure 13. Energy Consumption at Sink Node

Figure 12 clarifies that the intermediate node in this scheme
will save more than 86% of energy consumed by the
intermediate node using the public scheme, and it saves more
than 15% of the energy consumed by the intermediate node
in the symmetric key scheme. This is expected behavior since
not all parts in the received message should be decrypted to
perform the data aggregation. Additionally, the sink node
saves about 33% of the energy consumed by the public
scheme, but it consumes 3 times more than the energy
consumed when using the symmetric key scheme. This is
because the sink node has to decrypt both the aggregation
data and the collected data which means that the symmetric,
public, and hash functions should be executed. As a result,
the overall network energy in the hybrid scheme is equal to
that of the symmetric key scheme as it is indicated in Figure
14 but with additional level of security. Therefore, the hybrid
scheme is a suitable and viable algorithm for WSN like the

symmetric scheme.

14 Public, 13
12
__ 101
5
E 8/
>
2 6
[
c
o 4]
2 | Symmetric,2.08 Hybrid, 2.2
0
Security Schemes

Figure 14. . Overall energy consumption

5.4 Impact of Network Parameters

It is obvious from the Equations from 12 through 35 that the
main two parameters that affect the energy consumption of
each scheme are network size (represented by I) and the
message size (represented by m). Network size is the number
of the sensor nodes (n) in the deployed the network. The size
of the network has a direct effect on the number of
intermediate nodes (I) between the source and sink; that is
the larger n the larger I, and consequently the overall energy
consumption of sending a message packet from source to
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sink and vice versa will increase, this is clearly obvious from
the Equations 19, 27, and 35. Figure 15 shows that the
overall consumption for all security schemes increases as the
network size increases. The proposed hybrid scheme has
shown slightly better performance than the symmetric scheme
(RC5) in small and larger sensor networks. Therefore, it is a
strong competitor to the symmetric scheme in wide range of
applications and it is a scalable scheme.

Figure 16 shows the impact of varying the message size
(m). This parameter has a direct effect on the number of
times each encryption/decryption algorithm and hash
function should be executed. This is because each algorithm
works on a small basic block at a time so that if the message
size is x times larger than the basic block size then the
function should be executed x times.

30

—e—ECC

N
AN AR A A r
PP A A AT
===
0 - ‘\—V-\_Y_\J_\_\ T T

i1 3 5 7 9 11 13 15 17 19

Network Size (no. of intermediate nodes)

Figure 15. Impact of network size
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Figure 16. Impact of message size (I=10 nodes)

5.5 Ilustrative Example
To complete the idea of the proposed security scheme in DD-
like protocols, we present an explicatory example using the
sensory network shown in Figure 1 that implements the
animal detection system introduced in [4]. Assume the sink A
issues an interest shown in Table 1, and the requested
information could be satisfied by Sensor X (i.e. X is the
source node, and I=20 nodes). In Section 2 above we
explained how this message is divided into aggregation data
and required data. The interest message will travel from the
sink (A) through 20 intermediate nodes to reach Sensor X.
After the source node (X) receives the interest, it makes
sure that it can satisfy the request, and decrypt the whole
message; it starts collecting the data at the specified rate for
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the specified duration and then encapsulates the collected
data in a reply message as shown in Table 1. The reply
message will follow a reverse path selected according to the
optimization process implemented in DD [1]. Let us assume
that the selected path from the source node (X) to the Sink
node (A) is through the nodes U,Q,M,L,D, and E.

The overall consumed energy consumed in this process
is shown In Table 3 for all security schemes. The result of
the energy analysis shows that the proposed hybrid security
scheme consumes energy approximately as the symmetric
scheme does, but it achieves higher security level than the
symmetric scheme does since the adversary must pass at least
two additional walls than it should do in the symmetric
scheme.

Table 3. Energy comparison for all schemes

Overall Consumed Energy (mJ)
interest reply total
Pure ECC Public Key 274 8.2 35.6
Pure RC5 Symmetric 4.36 1.33 5.69
Key
Hybrid (ECC+RC5) 4.18 1.62 5.8

6. Conclusion

In this paper, we presented a new method of applying
cryptography techniques in WSNs. The new hybrid scheme
uses PKC and SCK in very selective way. It maximizes the
lifetime of sensor node’s batteries through minimizing the
use of PKC. PKC is used for end-to-end communications,
and SKC is used in-network communications. We evaluated
the energy consumption for the hybrid scheme and made a
comparison with PKC and SKC schemes. The results showed
that the hybrid scheme provides superior performance when
compared to pure PKC with energy saving ranges from 33 to
86 percents. Moreover, It competes with SKC and provides
slightly better energy saving. We showed that the new hybrid
approach is scalabe and suitable for large WSNSs. Finally,
although the proposed security scheme had been evaluated on
the Directed Diffusion routing protocol, but actually it could
be applied to any other routing protocol, more precisely, for
data-centric types [30-32].
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