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2 Risk Assessment

Abstract
Risk assessment is often done by human experts, because
there is no exact and mathematical solution to the problem.
Usually the human reasoning and perception process cannot be expressed precisely. This paper propose a genetic
programming approach for risk assessment. Preliminary
results indicate that genetic programming methods are robust and suitable for this problem when compared to other
risk assessment models.

Different people have different opinions about risk and
the association of its dependent variables, and various soft
computing tools provide an excellent framework to model
risk. In our previous research [6], the risk analysis was modeled using threat levels, vulnerability and asset value [5].
Threat level is modeled as the frequency of attacks/intrusions, the probability that an intruder is being
successful in overcoming protective controls and gains access to act against the organization or assets and the type
and severity of attacks.
Vulnerability may be deﬁned as the probability that an
asset will be unable to resist the actions of an intruder.
Vulnerability exists when this probability exceeds a given
threshold. This may be because of weaknesses in software
or hardware, missing software patches and so on. Vulnerability is modeled as (1) threat capability and (2) system
threat resistance.
Asset may be deﬁned as any data, device, or other component of the environment that supports information-related
activities, which can be affected in a manner that result in
loss. To determine asset loss could be one of the hardest
tasks of analyzing risk. It is very difﬁcult to put a precise
value on the various types of assets, and there may be more
than one value or liability characteristic. Complex relationships might exist between the different forms of loss and
many factors determine loss magnitude. Asset value/loss
is modeled using four variables: (1) cost (2) criticality (3)
sensitivity and (4) recovery.
The overall architecture for asset risk management is
summarized in Figure 1 [6].

1 Introduction
Risk analysis [8][11][12]is fundamentally all about establishing probabilities. Different people have different
opinions about risk and the association of its dependent
variables and in our previous research we have used fuzzy
logic to model risk [6]. In the DIPS framework [6], the
risk analysis was done using threat levels, vulnerability and
asset value [5]. We consider that all components within a
network scenario falls into one of these categories, and each
has attributes, or derived factors, that contribute positively
or negatively to risk.
Haslum et al. [6] used a fuzzy logic approach to model
the risk assessment problem in intrusion detection systems.
Further the authors [7] used a neuro-fuzzy learning method
to optimize the performance of the fuzzy risk models.
Genetic programming techniques have been successfully
applied to various security problems [1], [2], [4]. In this paper, we approach the risk assessment problem using a variant of genetic programming named multi-expression programming, which is presented in Section 3. In order to
test the performances of genetic programming on risk assessment problem we performed some experiments as illustrated in Section 4. Results obtained by the genetic programming approach are compared with a hybrid fuzzy controller approach [6]. A set of conclusions are drawn towards
the end of the paper.

3

Multi-Expression programming

A Genetic Programming (GP) chromosome generally
encodes a single expression (computer program). By contrast, a Multi Expression Programming (MEP) chromosome
encodes several expressions. The best of the encoded solution is chosen to represent the chromosome (by supplying
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Figure 1. Generic structure of the risk assessment model

the ﬁtness of the individual). The MEP chromosome has
some advantages over the single-expression chromosome
especially when the complexity of the target expression is
not known. This feature also acts as a provider of variablelength expressions. Other techniques (such as Grammatical
Evolution (GE) [13] or Linear Genetic Programming (LGP)
[3]) employ special genetic operators (which insert or remove chromosome parts) to achieve such a complex functionality. Multi Expression Programming (MEP) technique
([9], [10]) description and features are presented in
what follows.

3.1 Solution Representation
MEP genes are (represented by) substrings of a variable
length. The number of genes per chromosome is constant.
This number deﬁnes the length of the chromosome. Each
gene encodes a terminal or a function symbol. A gene
that encodes a function includes pointers towards the function arguments. Function arguments always have indices of
lower values than the position of the function itself in the
chromosome. The proposed representation ensures that no
cycle arises while the chromosome is decoded (phenotypically transcribed). According to the proposed representation scheme, the ﬁrst symbol of the chromosome must be
a terminal symbol. In this way, only syntactically correct
programs (MEP individuals) are obtained.

An example of chromosome using the sets F = {+, *}
and T = {a, b, c, d} is given below:
1: a
2: b
3: + 1, 2
4: c
5: d
6: + 4, 5
7: * 3, 6
The maximum number of symbols in MEP chromosome
is given by the formula:
Number of Symbols = (n+1) * (Number of Genes – 1) +
1,
where nis the number of arguments of the function with the
greatest number of arguments.
The maximum number of effective symbols is achieved
when each gene (excepting the ﬁrst one) encodes a function
symbol with the highest number of arguments. The minimum number of effective symbols is equal to the number
of genes and it is achieved when all genes encode terminal
symbols only.
The translation of a MEP chromosome into a computer
program represents the phenotypic transcription of the MEP
chromosomes. Phenotypic translation is obtained by parsing the chromosome top-down. A terminal symbol speciﬁes
a simple expression. A function symbol speciﬁes a complex
expression obtained by connecting the operands speciﬁed
by the argument positions with the current function symbol.
For example, genes 1, 2, 4 and 5 in the previous example encode simple expressions formed by a single terminal
symbol. These expressions are:
E1 = a,
E2 = b,
E4 = c,
E5 = d,
Gene 3 indicates the operation + on the operands located
at positions 1 and 2 of the chromosome. Therefore gene
3 encodes the expression: E3 = a + b. Gene 6 indicates
the operation + on the operands located at positions 4 and
5. Therefore gene 6 encodes the expression: E6 = c + d.
Gene 7 indicates the operation * on the operands located at
position 3 and 6. Therefore gene
7 encodes the expression: E7 = (a + b) * (c + d). E7 is
the expression encoded by the whole chromosome.
There is neither practical nor theoretical evidence that
one of these expressions is better than the others. This is
why each MEP chromosome is allowed to encode a number
of expressions equal to the chromosome length (number of
genes). The chromosome described above encodes the following expressions:
E1 = a,
E2 = b,
E3 = a + b,

E4 = c,
E5 = d,
E6 = c + d,
E7 = (a + b) * (c + d).
The value of these expressions may be computed by
reading the chromosome top down. Partial results are computed by dynamic programming and are stored in a conventional manner.
Due to its multi expression representation, each MEP
chromosome may be viewed as a forest of trees rather than
as a single tree, which is the case of Genetic Programming.

3.2 Fitness Assignment
As MEP chromosome encodes more than one problem
solution, it is interesting to see how the ﬁtness is assigned.
The chromosome ﬁtness is usually deﬁned as the ﬁtness
of the best expression encoded by that chromosome.
For instance, if we want to solve symbolic regression
problems, the ﬁtness of each sub-expression Ei may be
computed using the formula:
n

|ok,i − wk |
f (Ei ) =

for both training and test data obtained in the best and in the
worst runs.
Table 1. Parameters used by MEP
Parameter
Value
Number of iterations
100
Population size
20
Crossover probability
0.8
Number of mutations per chromosome
2
Functions used
+. -, *, /, sin,
cos, tan, exp,
ln, log, pow

Figure 3. The evolution of the error for the
training data set obtained in the worse run.

k=1

where ok,i is the result obtained by the expression Ei for
the ﬁtness case kand wk is the targeted result for the ﬁtness
case k. In this case the ﬁtness needs to be minimized.
The ﬁtness of an individual is set to be equal to the lowest
ﬁtness of the expressions encoded in the chromosome.

4 Experimental Results
We used the same network model as illustrated in Figure
2 to have performance comparisons [6]. The sample network consists of four different assets; a router, a public web
server, a ﬁle server, and a database. Five IDS Agents denoted by IDS1 , . . . , IDS5 are deployed in the network.The
attack category used for the risk assessment is based on inputs from the IDS agents and this value is used to assign
values to eight of the nine input variables. All the 9 input
variable values and the output variable (risk assessment) are
scaled between 0-1.

4.1 Results obtained by MEP
Parameters used by MEP are presented in Table 1. The
best and worst results obtained in 20 independent runs are
displayed in Table 2. In order to compare the MEP performance, we considered the results obtained by the Hierarchical Neuro-Fuzzy Learning approach (HiNFRA) [6].
Some more detailed explanations related to MEP results
are provided as follows: the errors obtained by the best and
worst individuals are depicted in Figures 3 and 4. Figures 58 depict the comparison between target and obtained results

The MEP program obtained by the best individual is as
follows:
(cos(exp(1 / (log10(x[5])) + x[0]))) * (tan(1 /
(exp(cos((tan(x[5])) * x[0])))));
The MEP program obtained by the worse individual is as
follows:
sin((cos(x[7] - (sin(tan(x[0]) + fabs(x[0]))))) *
(sin(pow(1 / tan(cos((fabs(x[0])) * x[5])), 2))));
It is to be noted that, not all 9 variables are required for
building the MEP based risk assessment models. For example, the best individual used only 3 input variables, while
the worst individual required just 2 input variables. So the
MEP approach also helps in considerable feature reduction,
which is very important for building online, light risk assessment models that can be implemented in mobile sensors
etc.
Compared to the Neuro-fuzzy model, the developed GP
model also has a comparable Root Mean Squared Error
(RMSE) for the test data set. The best program obtained

Figure 2. Experimental network for risk assessment

Figure 4. The evolution of the error for the
training data set obtained in the best run.

Figure 5. The results (targeted and obtained)
for the training data obtained in the worse run.

Figure 6. The results (targeted and obtained)
for the test data obtained in the worse run.

Figure 7. The results (targeted and obtained)
for the training data obtained in the best run.

Figure 8. The results (targeted and obtained)
for the test data obtained in the best run.

is obtaining better results than the neuro-fuzzy approach
which makes it very suitable for the risk assessment problem.

5 Conclusions
This paper presented a detailed implementation of
Genetic Programming based Risk Assessment Model
(GePRA) to aid the decision making process. The proposed
model has been illustrated in an intrusion detection system.
Preliminary results indicate that genetic programming approach could work very well for the risk assessment problem. Compared to our previous [6] research, where the
fuzzy model was mainly based on expert knowledge, the
implementation of GePRA is fairly easy and obtains a more
simple, light weight (just few lines of codes) and an adaptive risk assessment model.
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